PostFinance

Quick guide
API access for Billing Solutions

This quick guide shows you how you can create an APl access yourself in e-finance.

Important note: you will need this API access only if you want to connect to our billing products via the
RESTful API. This type of access is required for authentication for security reasons.

APl accesses can be created by Admin Users in e-finance under user administration.
To do so, please follow the images and click on the marked area.
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If you do not see the “Administration” area, please contact your e-finance admin user.
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Click on “Details” to start the process.
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APl access

API accesses for Billing Solutions

Now you will either see the screen below, in which case you can create a new API key, or you will see the valid
and expired/deleted keys (a key is valid for two years maximum). Valid keys can be deleted and can then be
viewed in the lower half of the image under “expired and deleted keys”.

Please note: a deleted key cannot be reactivated!

Please click on “Create new API key”
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APl access nis matter? (&)

The APl access, which is ordered and also managed via this page, can only be used for the *RESTful API from Billing Solutions”. For more information,
please use the PDF quick guide.
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On this page, you can now make various entries:

» User ID: The drop-down menu lists all of the users who are also visible in “user administration”. Users for
whom an APl access has already been created will also appear (a user can have multiple APl accesses).
Choose a user for whom you wish to create an APl access.

« API: « “Billing Solutions” = productive environment

« “Billing Solutions customer integration” = customer integration for tests

« Note: You can add any notes here.

Click on “Create” to create your key for the RESTful API.
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Select the user to whom API access should be assigned.
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Important note: once created, APl keys are only displayed once. Enter the keys into your external software directly and avoid saving them in folders
shared with other parties (e.g. SharePoint). Never disclose the keys to anyone else and do not send them by e-mai.
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The API keys for your access have now been created. Please integrate these keys into your RESTful API to be
able to submit billing documents. Please note that, for security reasons, these keys can only be copied once.
Once you click on “Close”, the keys will no longer be displayed. You may need to delete these keys and create
new ones.
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Secret 183df28e362c65f669bb18f7868000be
APl key 1b37dfc550064a3fd2b7 1b42e462dd95

Private Key ——BEGIN PRIVATE KEY-—— MIlJQWIBADANBgahKiGOWOBAQEFAASCCS
OwggkpAGEAACICAQDFDAbY 9DOSPTME FBQerLs7dHqGsLPtAK6660V
QTUHHBI2INMO...

Transport certificate MIIH4TCCBcmgAwIBAgIUEzLipcn9xdUFIRCr
sTXiOMG6 TegwDQYJKoZInveNAQEL BQAWVZELMAKGA1UEBhMCQOgx
FzAVBGNVBA...

Important note: once created, API keys are only displayed once. Enter the keys into your extemal software directly and avoid saving them in folders
shared with other parties (e.g. SharePoint). Never disclose the keys to anyone else and do not send them by e-mail.

(L] 1have transferred the keys to my external software.
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